IIpodpuaakTuka KuOepnpecTynjaeHuu

[ToBcemecTHOE  BHEJApPEHHWE U UCIOJIB30BAHUE  KOMIIBIOTEPHBIX
MH(}OPMALMOHHBIX TEXHOJIOTUI, 0€3YCIIOBHO, CO3AaET BO3MOKHOCTH JIJIs OoJiee
3 PEeKTUBHOrO pa3BUTHUS SKOHOMUKH, MTOJTUTUKH, OOIIECTBA U TOCYAapCcTBa B
neiaoM. OMHAKO COBEPIICHCTBOBAHME U MPUMEHEHHME BBICOKMX TEXHOJOTHI
OPUBOAUT HE TOJIBKO K YKPEIUICHHI0 HH(POPMAIIMOHHOIO OOIIECTBA, HO H
MOSIBJICHUIO HOBBIX YIPO3, OJAHOM W3 KOTOPBIX SBIAETCS KOMIIBIOTEpHAS
MPECTYITHOCTb.

OKCIOHEHIIMAIBHO  YBEJIMYMBAIOMIMNCA TOTOK  HWHGOpMalMu U
npeobnaganue nudpoBoil  uHbOpMaIMU B 00pa3oBaTEIbHOM  cpeje
COBPEMEHHOM WIKOJbl aKTyaJU3UPYIOT Npo0iaeMy NpodUIakTUKU HUPPOBOIH
0€30MacHOCTH COBPEMEHHBIX IIKOJILHUKOB. Oco00€ MECTO B IAaHHOM BOIIPOCE
NPUHAJICKAT TpOoPUIaKTUKE MUGPOBOM  3aBUCUMOCTH  IIKOJHHUKOB,
MOCKOJIbKY JIETH IPOBOJST B UHTEPHETE TOBOJIBHO MHOT'O BPEMEHHU.

Kak u3BeCTHO, MHTEPHET HE TOJBKO COAEPKUT MHOKECTBO MOJIE3HOMN
uH(popMaIy 1 MPEJOCTABIAECT BHIOOP pa3BIICUCHUI, HO U TAUT Maccy yrpos,
KOTOpbIE MOTYT TMOBJUSITh W Ha MaTE€pUAIIbHOE COCTOSIHUE CEMbHM, U Ha
NICUXOJIOTHYECKOE 3J0POBbE JETEH.

Ha Texymmi MOMEHT BO3pacT WHTEPHET-NIOIb30BATENSl CHU3BMIICS
HACTOJIBKO, YTO MOPOU MATUIETHHUE MAJIBIIINA 0OPaIAlOTCs ¢ KOMIIBIOTEPOM H
MOOWJIBHBIMH yCTpOWCTBaMHU OoJjiee JIOBKO, ueM B3pocibie. [lomuMo Bcex
W3BECTHBIX TMOJIOKUTEIBLHBIX MOMEHTOB, HHTEPHET HECET B ce0e OMacHOCTh,
KOTOpasi MOXET 3aTPOHYTh Ja)€ IOJb30BaTEICH MIIAJAIIETO IOMIKOJIbHOTO
BO3pacTa.

PaccMoTpuM OCHOBHBIE YTPO3bl, KOTOPHIM IOABEPracTCs MOJOJICKD B
COBPEMEHHOM KHOEpPIPOCTPAHCTRE.

1.  BHUIIUHT

Buwiunz — OJWH W3 METOJIOB MOILIEHHUYECTBA C UCIOJb30BAHHEM
colMaibHOM MHKeHepuu. OH 3aKII04aeTcs B TOM, UYTO 3JIOYMBIIUICHHUKH,
UCIIONIB3YS TeNe(OHHYIO CBSI3b W BbIaBas ceOs 32 COTPYAHUKOB OAHKOB (MM
PaBOOXpaHUTENEH, YTO OCOOEHHO YacTO MPOUCXOJUT B MOCIEIHEE BpPEMs),
M0/ Pa3IMYHBIMU MIPEAJIOTaMU BBISICHSIIOT Y OTEPIEBIINX CBEACHUS O HATMYUU
O0aHKOBCKHUX MUIaTeKHbIX KapTouek (nanee — BIIK), cpokax ux neiictus, CVV
(CVC)-konax, macOPTHBIX JAHHBIX, CMC-KOJIaX C LEJIbI0 XUIICHUS JTCHEHKHBIX
cpeactB. B psge ciydaeB 3II0yMBIIUIEHHUKAM HW3BECTHBI HEKOTOPBIE
pexBu3uThl BIIK, a Takke aHKeTHBIE NaHHBIE JUL, HA UM KOTOPBIX OHU
SMUTHPOBAHBI.

B OonpmmHCTBE ciydaeB TpPU COBEPIICHUH 3BOHKOB IOTEPIEBITUM
MPECTYIMHUKU UCTIONB3YIOT [P-Tenedonuto, kKoTtopas mo3BoyisIET MaCKHUPOBAaTh
TeraedOHHbIE HOMEpa I0J] HOMepa OelopyCCKHX OmepaTtopoB cBsi3u. Kpome
3TOr0, 3a4acTyl0 3JOYMBIILICHHUKA HCIOJB3YIOT MecceHkepsl Viber u
WhatsApp, B KOTOpBIX CYIICCTBYeT BO3MOYKHOCTh  HMCIOJIb30BaHUs
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BUPTYaJIbHBIX HOMEPOB. Takyke MpecTyNMHUKU MACKUPYIOTCA MO JOTOTHUIIOM
y3HaBa€MbIX OEJOPYCCKUX OAHKOB, BBOJS B 3a0y)KJI€HHME MOTEHUUAIbHBIX
KEPTB.

37I0yMBINIJICHHUKY 3BOHST )KEPTBE M OT IMEHU 0AHKOBCKOT'O COTPYIHUKA
COOOIIAaI0T, YTO HEOOXOAUMO OCYIIECTBUTH Kakue-nuoo nerictBus ¢ BIIK, tak
KaK KTO-TO JIMOO TBITACTCS TOXHUTHTh C HEE JCHEKHBIC CPEACTBA, JUOO
oopMIIsieT KpeauT, OO0 MPOU3BOAMUT MOJO3PUTEIBHYIO OIUIaTy. 3aBiajcB
PEKBU3BUTAMHM KapThl, MPECTYNHUKH OCYIIECTBISIOT XHUIIEHUE JICHEKHBIX
CpelICTB ¢ 0AHKOBCKOI'O CU€Ta MOTEPIICBIIIETO.

B nocnennee Bpemsi HauboJiee akTyaibHasi cxema — o0y KIeHHE >KePTBBI
OTKPBITH KPEAUT. 3II0yMBINIJICHHUKH COOOIAIOT KEPTBE O TOM, UYTO SIKOOBI KTO-
TO IMMOCTOPOHHUMN MBITAETCS] OTKPHITH KPEINUT HA €€ UMSI, U JIJIS €TO JICaKTUBAIINH
HEO00XO0JIMMO CAMOCTOATEIIbHO OOPATUTHCS B OAHK U OTKPBITh KPEJUT, MIEPECIIaB
BITOCJICICTBUU PEKBHU3UTHI CUECTA.

2.  OUIIUHI

@Duwiunz — BUJ UHTEPHET-MOIICHHUYECTBA, 1EJIbI0 KOTOPOTO SIBIISACTCS
MOJIydeHUE JOCTyNa K KOH(PUACHIMAIbHBIM JaHHBIM TOJb30BaTECH —
JOoTMHaM W TapoiisiM. DUIIUHT HCMONB3YeTCA JUIs MOJYyYEeHHs] JOCTyma K
YYEeTHBIM 3aITUCSIM TT0JIh30BaTeIel CaMbIX Pa3IMYHBIX PECYPCOB, HO 3a4acTyO
OH TPUMEHSETCS JJIs XUIEHUS JaHHBIX IOJh30BaTENIeH TOPTOBBIX OHJIAWH-
IJIOLIAOK.

JIist 3TOrO 37IOYMBINIJICHHUKH TOJAMEHSIOT CTPAHUILY MCIOIB3YEeMOIo
KEPTBOM MHTEPHET-CEpBHCA HAa MOIICHHUYECKYIO, KOTOpasi BHEITHE SBIIACTCS
JBOMHUKOM OpHUTrHHana. DUIIMHTOBAs CTPAHUIIA MOXET HUMETh CXOJICTBO C
pasaeiMu cepBucamu: Kufar, benmoura, cimyx060i#1 nocraBku, 6ankamu, EPUII
U T.1. B COOTBETCTBHH C 3TUM MOXKET HCITOJIB30BATHCS PA3HBIN MPEIIIOT s
nepexojia Ha CTPAHUILy MPECTYMHUKOM (3a0paTh 3a4MCIICHHBIE MM JCHBIH,
MOATBEPANTHh TOJYyYCHHE IIOCHUIKM Ha TIOYTe WM B CIy)XOe I0CTaBKH,
MOATBEPAUTHh MPHUEM CPEJCTB HA OJHOM M3 OAHKOBCKHUX CEPBHCOB W T.1.).
HeBHuMaTEeTbHBIM WHTEPHET-TI0JIH30BATEh MOXKET M HE 3aMETHTh MOJIMEHBI,
TaK Kak TMOJ0OHbIE CTPAaHMIBI BH3YyaIbHO CXOXH C O(GOpPMIICHUEM
OpUrHHaIBHBIX caiiToB. Korjga monp3oBaTenb 3aX0AUT HA TaKyIO MOAICIBHYIO
CTPaHMILY ¥ BBOJWT JIOTHH U MapP0Jib, OHU CTAHOBSATCS JOCTYITHBI MOIIICHHUKAM.

CTouT OTMETUTh, 4YTO TMPHUMEHsEMas 3JIOYMBIIIJICHHUKAMU CXeMa
XUIIEHUHA XapakTepHa He ToJbko M bemapycu. CToib )K€ CHCTEMHO 3TH
MIPECTYIUICHUS COBEPIIAIOTCS B OTHOIIEHUH TTOJIB30BATEIICH CXOKUX PECYPCOB,
OpueHTUPOBaHHBIX Ha MHBIE rocynapctBa CHI: Poccuu (avito.ru), YkpauHsl
(olx.ua), Kazaxcrana (olx.kz) u np.

3.  CBATHUHI

Ceamunz — 3aBEAOMO JIOKHBIM  BBI3OB  TOJUWIIMH, aBapPUIHO-
criacaTebHBIX CITYKO, yTeM (habITUBBIX JIOKHBIX COOOIIEHNN 00 OMMACHOCTH
(HampuMep, 0 MUHUPOBaHUH, YOUWCTBaX, 3aXBaTe 3aJI0KHUKOB).
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CBaTuHI B IIEPBYIO OUYEpEAb PACIPOCTPAHEH B Cpele, TI€ JIFOAH, Yalle
BCEr0 MOJIOJIble, OOBEAUHSIOTCS M0 KaKUM-TO LensiM. Hampumep, B oHnaiiH-
urpax. ¥ HHUX €CTb TEPMHUH «BbI3BaTh MUJMIHUIO Ha JOM» — KOrAa AJid TOro,
4yTOOBI, K MpUMEPY, JOCAAUTh OOWUTYUKY, €My Ha JOM BBI3bIBAIOT
IpaBOOXpaHUTENEH, TMO0 COOOIIAIOT O MUHUPOBAHUH KaKOro-1100 00BbEKTa.

B mnocinennue roapl CBaTUHI W3 3a0aBbl JIIOOUTENEH OHIIAWMH-UTP U
XaKEpOB MPEBpPATWIICS B MAacCOBOE SIBJIEHME W OOJbLIyI MNpoOiemMy s
IIPABOOXPAHUTENBHBIX OPraHOB Pa3IUYHbIX cTpaH. OOIIEeCTBEHHAs: ONACHOCTh
TaKUX JESIHUM COCTOUT B TOM, 4YTO 3aBEJOMO HEIOCTOBEPHBIE CBEICHUS
J€30pTraHu3yI0T HOPMAJIbHYI0 pa0OTy OOBEKTOB TPAHCIOPTA, MPEAINPUITHIMA,
rOCyJapCTBEHHBIX OPraHOB M YYPEXKACHHUI, OpraHu3alMil HE3aBUCUMO OT
(dbopmbl COOCTBEHHOCTU. B CBOIO ouepenb, 3TO MPHUUMHSIET CYLIECTBEHHbIN
PKOHOMHUYECKUM Bpe]l KaK CyObEKTaM X0341iCTBOBaHUS, TaK U rpaxaaHam. [Ipu
TOM HH(pOpPMALIMS O BO3MOYKHOM B3pbIBE, MOJKOIE€ JIMOO MHBIX JIEUCTBUSX,
IpeIoaralouuxX TSKKHAE MOCIEACTBUS, CIIOCOOHA MOCESTh MAaHUKY CpPeau
HACEJICHUS U BHECTU HEYJI00CTBA B MOBCEIHEBHYIO )KU3Hb.

CTouT OTMETUTH, YTO OTBETCTBEHHOCTH 3a 3TO IPECTYILICHNE HACTYIIAET
c 14 ner. Hakazanue — mrpad, apect, orpaHuueHue cBOOObI Ha CPOK /10 MSATH
JeT WM JIMIIeHHe cBoOOJAbl Ha CpoK a0 cemu Jier. Eciaum peOeHky,
COOOIIMBLIEMY O JIO’KHOM MUHUPOBAHUU, HE UCIIOJIHWIOCH 14 JjieT, HacTymnaer
aJIMUHUCTpaTUBHAs OTBETCTBEHHOCTh POJAMTEIIEH, a peOCHKa CTaBsT Ha YYET B
WHCIIEKIIUIO I10 JeJIaM HECOBEPILIEHHOIETHUX.

4,  JJAO0C-arakmn

DoS —»To araka Ha BBIYUCIUTEIBHYIO CUCTEMY C LENbIO JOBECTH €€ /10
OTKa3a, TO €CTh CO3/IaHU€ TaKUX YCIOBUU, MPU KOTOPBIX OOPOCOBECTHBIE
M0JIb30BATEIM CUCTEMbl HE MOTYT MOJYYUTh JIOCTYH K MPEIOCTaBIISEMbIM
CUCTEMHBIM pecypcam (cepBepam), Tu0o 3TOT AOCTYII 3aTpy/IHEH. B HacTos1Iee
BpeMsi DoS n DDoS-ataku nmomyisipHel T€EM, YTO MTO3BOJISIFOT JOBECTH A0 OTKA3a
PaKTUYECKH JIIOOYIO0 CUCTEMY.

OObIYHO aTaka OpraHU3yeTcsl MPU TMOMOIIM TPOSHCKUX MPOTpaMM.
[IpeaBapuTenbHO  TPOSHBI  3apakarOT  HENOCTATOYHO  3alIUIICHHBIC
KOMITBIOTEPBl OOBIYHBIX IOJIb30BATENIEd W MOTYT JOBOJBHO JOJTO€ Bpems
HUKaK ce0sl He MPOSIBIIATh Ha 3apaKEHHOM KOMIIBIOTEPE, OKUasi KOMaHbl OT
cBoero xozsimHa. KommbloTep MOKET NOABEPrHYThCA TaKOW arake Ipu
MOCEIICHUH PA3JIMYHbIX 3apPaKCHHBIX CANUTOB, MPU TMOIYYEHUU SJIECKTPOHHOM
MOYTHl WJIM MPU YCTAHOBKE HEJMIIEH3UMOHHOTO MPOrpaMMHOTO OOeCIleyeHus.
Koraa 3moymbliliieHHUK coOMpaeTcs HavyaTh aTaky, OH JIaeT KOMaHJy, U BCE
paHee 3apa)KEHHbIE KOMITBIOTEPBI HAYMHAIOT OJHOBPEMEHHO CJIaTh 3alpOChl HA
CalT-)KEPTBY.

Hambonee w™accoBas DoS-ataka B bemapycu Obuta mpowm3sBencHa
ADKCTPEMUCTCKMMM KaHailamu B 2021 roxy. 3JI0yMBIIUICHHUKHA, HAMEPEHHO
yTauBasg MHPOpMAILMIO 00 YrojIOBHOM OTBETCTBEHHOCTH 3a yyactue B DOS-
aTake, MNPUBJICKIM K yyacTuro B Hed Oonee 10 Thicsy rpakiaH
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(MpeuMyIIeCTBEHHO U3 Ynciia MosoJiexku). [IpakTuuecku Bce y4aCTHUKH 3TOTO
IPOTUBONPABHOTO JEHCTBUS OBLIIN YCTAHOBIIEHBI, @ Ha0O0Jiee aKTUBHBIEC U3 HUX
OBLIIM MPHUBJICUYCHBI K YTOJIOBHOM OTBETCTBEHHOCTH.

5. 'PYMUHI'

I'pymunz — 370 BXOXKJIEHUE B3POCIIOrO YEJIOBEKA B IOBEpUE K PEOCHKY C
LETIbI0 CEKCYaIbHOTO CaMOY/IOBJIETBOPEHUS. 3JI0YMBIIIJICHHUK TUCTAHIIMOHHO
HAIIYTIBIBAET CBSI3b C PEOCHKOM Yepe3 COIMaIbHBIE CETH, MECCEHKEpHI,
OHJIAWH-UTPBI, DJIEKTPOHHYIO TMOYTy. 3aTeéM MOXKET BBIHYAUTh peOeHKa
npuciarh (Gororpaguu MHTUMHOTO XapakTepa, BOBIEYb B HM3rOTOBIICHHE
NOPHOTpaUYECKUX MaTEpHUANIOB, CKJIOHUTh K HWHTUMHOM BCTpede B
pPEANbHOCTH.

OT rpymMuUHra OTIWYAIOT CEKCTUHI — 3TO MEPEChUIKA JIMYHBIX
dbororpaduii,  CcOOOIIEHUI  UHTUMHOTO  COJIEpXKAHUS  TOCPEICTBOM
COBPEMEHHBIX CPEJICTB CBS3U: COTOBBIX TEIC(HOHOB, SJIECKTPOHHOM MOUTHI,
COIIMAIbHBIX UHTEPHET-CETEM.

[Topoit moja BIMSHUEM CUTyallMd WA SMOILMM, MOXKET MOKAa3aThCs, 4TO
nepeciarh Takue GoTo — Xxopoias uzies. Yaie Bcero napHu U IEBYIIKH ACIAI0T
9TO IUPTYS, MOJABIINCH HACTOWYUBBIM yTOBOPaM, MbITAsICh pa3BIeyb CBOUX
Jpy3ed, 4ToObl MOJYYUTh MX TMPU3HAHUE (Yallle MepechUIaloT 4yxue (oro,
4TOOBI TTOXBACTATHCS), WIIM K€ MPOCTO OTOMCTUTh. DTa UJIEs, MIPSAMO CKaXKEM,
HE OYECHb XOpOIllas: 3JOYMBIIUICHHUK MOXET BOCIOJIb30BAThCA TaKOU
JIOBEPUYUBOCTHIO BO BPE/I.

6. KUBEPBYJIUJIMHI'

Kubepoynnunz — TpaBis TNOJIB30BAaTENs YEPE3 BCE KaHAIbl CETEBOIO
OOIIleHUs: COLMAIbHBIE CeTH, (OPYMBbI, YaThl, MECCEHIKephbl. [IpoBoauTh
TPaBJII0 MOTYT KaK OJHOKJIACCHUKHU, WHTEPHET-APY3bi U T.Jd., TaK U
COBEPILIEHHO MTOCTOPOHHUE JIO/IH.

Orta ¢dopma MCUXOJIOTHUUECKOTO TEeppopa MOXKET MPUHUMATh pa3HbIC
o0JMuus: OCKOpOJEHUS 4Yepe3 JIMYHbIE COOOIICHUs, MyOauKamus |
pacmpocTpaHeHne KOH(DHICHIIMAIbHONW, MPOBOKAIIMOHHOW HHGOPMAIUU O
xKepTBe; ¢u3nueckas arpeccuss W Tak ganee. [lpuumasl kubOepOysIuHTA:
YyBCTBO MPEBOCXOJICTBA, 3aBUCTh, YYBCTBO MPEBOCXOJACTBA HAJ CONEPHUKOM,
YyBCTBO COOCTBEHHOM HETOTHOIIEHHOCTH, CAaMOPeaTH3allnsl.

Oco0o crnenyer OTMETUTh CHOCOO BO3JEHUCTBUS  3allpeIeHHBIM
KOHTEHTOM. PeOeHKy MOryT IMokKa3biBaTh HOpHOrpadUuecKue MaTepuallbl,
HaHOCS ymiepO TNCHUXHUKE, TaK KaK M300paKEHHOE CO BPEMEHEM IepeCcTaHeT
BOCIIPUHUMATHCS PEOCHKOM KaK aMOpaIbHOE TTOBEICHHUE.

¥Yrpo3a HOBOro BpEMEHHM — TaK Ha3bIBa€Mble Ipynmbl cmepTu. W xots
OOBIYHO CO3/IAaTENIIMH TAKUX TPYIII SIBISIOTCS CaMH TIOIPOCTKH (LIEITh — «XaNT»,
KAk OCTPHIX OILIYIIEHUMN, XKETaHUE JOMUHUPOBATH U YIIPABIISITh IPYTUMU), B
NOJO0OHBIX TpPYMIax CO3/aeTcs OJaronpuATCTBYOIIas armocdepa s
KYJbTUBUPOBAHUS CYUIUIAJIbHBIX HAMEPECHUH.
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/. MOIIEHHUYECTBO B COILICETSAX

B Hacrosiee BpeMs 0co00 akTyalabHOM CTaHOBHUTCS MpoOsieMa 3alluThl
aKKayHTOB B COLIMAJIBHBIX CETSAX W MPOTHUBOJCUCTBUS pasiIWyHbIM (popMaM u
BHJaM MOIIIeHHHYecTBa. HanOoyiee TUIMNYHBIE CIIOCOOBI OOMaHa B COIICETIX
CETOJHS TAaKOBBHI:

Ilpedoonnama

3M0yMBIIUICHHUKA Pa3MENIaloT OOBABICHUS O MPOJIaXke KaKuxX-JIn0o
TOBAapOB IO OPOCOBBIM II€HAM, HO JIJISi €r0 MOJIydeHUs (SKOOBI OCPEACTBOM
MOYTOBOM TEPECHUIKH WM CIYXKObl JOCTaBKH) TpeOyeTcs MepeurcCICHHe
MpeaoIiaThl WK 33/1aTKa Ha yKa3aHHBIE «IIPOJABIOM» OaHKOBCKYIO KapTy,
JIEKTPOHHBIN KomeneK. OOBIYHO TTOCIIE MIEPEUNCICHUS 0KHIaeMbIid TOBAp TaK
U HE TIOCTYIIAET, a «IPOJABEI» NEPECTACT BRIXOAUTh Ha CBA3b.

Hlanmasc u evimozamenbcmeo

B HEKOTOpBIX ciaydasx 3JOYMBIIUICHHHKH  MOTYT  yTIPOXKaTh
pasrialieHueM Pa3IUYHbBIX KOMIIPOMETHUPYIOIIMX CBEICHUM C  IEJbIO
BBIMOTATEbCTBA.

ConuanpHble CeTHM — OTO KIJaJe3b MEePCOHATBHON HHPOpMAMH O
yenoBeke. [lolydnMB HECaHKIIMOHUPOBAHHBIM JIOCTyH K CTpaHUIAM B
COIMAITBHBIX CETAX, MEPEIUCKE DJICKTPOHHBIX TTOYTOBBIX SAIIMKOB M 00JaYHBIM
aKKayHTaM ¥ 3aBlaJeB H300paKEHUSIMH, HE TMpPEIHASHAYCHHBIMUA IS
MyOJWYHOTO MPOCMOTPA, TPECTYITHUKH BCTYMAIOT B  TIEPEHUCKY C
MOTEPIIECBIINMU, TPEOYsI pa3HbIC ICHEKHBIE CYMMBI U YTPO3Kasi B ClIydae OTKasa
pacpoCTpaHUTh UX B UHTEPHETE.

Ounaiin-uzpul

NunaycTpusi TpOW3BOACTBA UTP JJIsi TIEPCOHAIBHBIX KOMITBIOTEPOB H
MOOWJIBHBIX TQDKETOB JIaBHO CTajl0 BBICOKOJOXOJHBIM OuzHecoMm. He
YAWNBUTEIBHO, YTO TIOBHIINICHHBIM BHHMAaHHEM OHa TIOJNB3YyeTCS U Yy
MOIICHHUKOB. [[€HHOCTh TYT MPEICTaBIAIOT W aKKayHThI IOJIb30BaTeleH, K
KOTOPBIM HEpPEIKO NpHuBs3aHbl pekBUM3UTHI BIIK 1 MOKynmKu WUTrpoBBIX
MPEUMYIIECTB, U KOJUICKIIMOHHBIE MMPEIMEThI, KOTOPHIE UTPOKHU TAKKE HEPEIIKO
mpUOOPETAIOT 3a pealibHbIE ACHBIH.

8. COBETDI I1O BE3OITACHOCTH

Cy11ecTBeHHYI0 4acTh CBOEH KM3HU COBPEMEHHBIE JETH U MOAPOCTKH
OpOBOJMAT B MHTEpHETE, a 3HAauyuT O0e3 0a30BbIX 3HAHUW B o00dacTH
KnOepOe30MacHOCTH UM, KaK U B3pOCJIbIM, HE 000UTHCh. UeM paHbIlie Ha4aTh
IIPUBHBAThH HaBBIKU 0€301MaCHOTO B3aWMOICHCTBHSI C BUPTYAJIbHON CPEIOH, TEM
IIpoYHEee OHU YCBOATCS. W CTaHyT TaKUMHM )K€ €CTECTBEHHBIMH, KaK MBIThE PYK.
Cosemosamucsa c pooumenamu

Ecnu pebeHok xoueT 3aperucTpupoBaThCs Ha KAKOM-JIHOO0 CaiiTe, CO3/1aTh
po b B CONMAIILHON CETH M BBUJIOKUTH CBOM (pororpadwum, iydrie nepen
TUM TOCOBETOBATHCS C POAUTEISIMU. B3pOoCIibIii 4eloBEK CMOXKET JIydIle
IIPOAHAIM3UPOBATh CUTYAIIMIO W TOHATH, OMACEH JIM CalT, a TaKXe IOMOYb
BBIOpATh CHUMKH, KOTOPBIE MOKHO BBIIOKHTH Ha BCceoOIee 0003peHHeE.



6
Yemanoeumo oucmanyuonnviit Konmpoio

OYHKIUA  «POAMTEJBCKOr0  KOHTPOJs» — O3T0 U Kak
crenanusupoBanHoe 110, Tak u yciayru mpoBanjiepa, KOTOPbIE BKIIKOYAET B
ce0st cTaHIapTHBIA HA0Op (PYHKIMNA. A UMEHHO:

- OrpaHUYEHUE BPEMEHU HAXOXJCHUS peOCHKA B CETH;

- OrpaHUYEHUE BPEMEHHU IMOJIb30BaHUS KOMIIBIOTEPOM;

- BO3MOXKHOCTh CO37aHusl Tpaduka ¢ JOMYCTUMBIMU YacaMu pabOThHI B
TE€YEHUE JHS;

- OJIOKMpPOBKA CAalTOB C 3aMpEIICHHbIM KOHTEHTOM,;

- OrpaHMYEHUE Ha 3alyCK MNPWIOKEHUN (HAMpUMep, HUrPp U HHBIX
MPUJI0KEHUN) U YCTAHOBKY HOBBIX MPOrPaMM.

bepeub nuunwvie oannwvie

Jlaxe eciiu peOCHOK JIyMaeT, 4TO XOPOIIO 3HAET YEJIOBEKa, C KOTOPHIM
oOllaeTcss OHJIAMH, HE HYXXHO paccKas3blBaTh MOJAPOOHOCTH O cebe U O
poautensax. Homep Tenedona, aapec, HOMEp MIKOIBI U KJIacca, MECTO PabOTHI
poautenel U ux rpaduk, Bpems, KOorja B KBapTUPE HET B3POCIBIX, a TAKKE
JAHHBIE U3 JOKYMEHTOB, HOMepa 0AaHKOBCKUX KapT — TaKyr MH(POPMAIUIO HU
B KOEM CJIy4ae HEJb3s MEPEAABATh IPYTUM JHOJISAM.

He oenumubca ungpopmavueit o 3naxomorx

[IpaBuiio, mpuBEeACHHOE BHIIIE, PACIPOCTPAHSIETCS U HA JIPYTUX JIIOACH.
He ny»HO pacckasbiBaTh PO JApYy3ed M OJTHOKJIACCHUKOB, COOOIIATh, TJI€ OHU
KUBYT W ydYaTcsi, KaKue KpPYXKH TocemarT. Henb3ss mokas3piBaTh UX
dboTorpaduu — HUA BHIKIIAJBIBATh UX B CBOUX MPOQUISX B COIMATBHBIX CETSX,
HU TeM 0oJjiee B YaCTHOM MEePEmnucKe.

Ecnu xoueTcs BhUTOKUTH TPYIIIOBOE (POTO € Mpa3THUKA WIIH TPEHUPOBKH,
CHayajga CTOUT OOCYJUTh 3TO C TEMH, KTO U300pakeH Ha CHUMKe. W mywdie,
€CJIM OHU COOOIIAT POIUTENSAM, UTO Takoe (POTO MyOJIUKYETCs B UHTEPHETE.

Dunvmposamsp ungopmayuro

MoIlleHHUKY aKTUBHO UCIOJIL3YIOT MHTEPHET B CBOMX MHTepecax. OHU
MOTYT OOMaHBIBaTh JIOACH M MaHUITYJIUPOBATh MUMHU, JaBs HA XKaJIOCTh WU
ctpax. [losTomMy Hago HAYyYUTHCS CKENTHYECKM OTHOCUTHCA K JIFOOOM
uH(dOpMaIy, pa3MEIIeHHOW B MHTEPHETE, U HE JOBEPSATH CIEMO BCEMY, UTO
TaM THUIITYT.

Anmunuctpauus MockoBckoro paiona r. bpecra
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OCTOPOJXHO!

MOIIEHHWKHN B UHTEPHETE

BULLIUHI

HE coBepiuait Hukakux
LencTBuin Ha cmapTdoHe no
npocbbe NOCTOPOHHMX UL,

HE cnepyii HcTpykumam
HE3HaKOMLLEB, MO3BOHUBLLNM
C HEWU3BECTHOrO HOMepa

i

HE nepeBoau neHbru
HEe3HaKOMbIM NIOASM B
KayecTBe npeponnaThl

HE coobwait HensBecTHbIM
NMLLAM CBOM NePCOHasbHble
JaHHble

Coxpanu 3Ty mHPOpMALMIO ¥ MOJENNCH C ZPYTYMMN
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OCTOPOJXHO!

MOIIEHHWKN B UHTEPHETE

htp_;@. Q

He Toponumck nepexoautb

Mo CCbIIKE, MONY4YEHHON
OT He3HaKoMLLa:

BO3MOXHO, OHa BEAET Ha w M LLI M H I
bULLMHIOBbIV calT

HE nonbayiics oTKpbITbIMU
Baii-dpaii-cetamu B kade
WM Ha ynuue

Py —_— )
htpp: I
e —
He cnewm nepexoputb no DuULMHroBas ccbiiika MOXeT
CCbifiKe: BBEAW aapec NPUWIATU B MecceHaKepe, No
BPYYHYIO 3N1EKTPOHHOI NouTe, B

CcMC-coobLLeHnn

Coxpanu 3Ty mHpopmanmio ¥ NOJENNCH C ZPYTVMMU




BHUMAHMUE!

BE3OITACHOE UCIIOJIb30OBAHUE CQ].ICETEﬂ,
MECCEH]I)KEPOB U 3JIEKTPOHHOM ITOYTHI!

5 HEJ1b3A Ny

.
PaswmeLuarb NepcoHabHyto @ Pearuposatb Ha
W KOHTaKTHYIO nucbMa ot
uHbopmaumio o cebe B HEeWU3BeCTHOro
OTKPbITOM JLOCTYrNe e oTnpaBuTens
Wcnonb3osatb m OrkpbisaTs

yKa3aHue reosokaLmm * Nof03pUTENbHOE
Ha ¢oTo B nocrax OtBeyatb Ha arpeccuio n B/IOXKEHME K NUCbMy

. ‘ 06MAHbBIE BbIPAXKEHMS
4 A

Coxpanu 3Ty mHpopmanmio ¥ NOJENNCH C ZPYTVMMU
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BHUMAHMUE!

SAIIINTHU CBOIO

BAHKOBCKY1O KAPTY
HEJIb3A {546

Coobwats CVV-kog, nnm
oTnpasnsTh ero ¢poTo

-

XpaHuTb NUHKOL, BMecTe
C KapTon

-/
PacnpoctpaHsTb CoobLuaTh AaHHble,
NTMYHbIE AaHHbIE, TOrMH Mosy4YeHHble B BUAE
1 naponb AOCTyna K SMS-coobLueHuni,
cucteme CeaHCcoBble Napony, Ko,
«MHTEpHET-BaHKMHM aBTOPU3ALMM U T.4.

Coxpanu 3Ty mHpopmanmio ¥ NOJENNCH C ZPYTVMMU
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BHUMAHMUE!

ITUPPOBASA BE3OIIACHOCTD

B MHTEPHETE
YCTAHOBUTE AHTUBWUPYC HA BCE %l‘

BALLM YCTPOMCTBA r/

HE nepexoaure no HE coobwaiite ceou

CCbIIKAM M NUCbMaM OT NepcoHasibHble faHHble
HE3HAKOMLIEB, HE 1 faHHble 6aHKOBCKOM
HaXKMMaWTe Ha KAPTUHKU 1 KapTbl

KHOMKH!

=
A

HE ykasbiBaiiTe nMyHyio
nHbopmaumio B
OTKPbITbIX UCTOYHMKAX

QO

- B

il -
HE Bepbre obeLaHnam

BHE3aMHbIX BbIVIl'prU.IEVI )

' Coxpanu 3Ty MHGOPMALMIO M MOAENNUCH C APYTMMM

HE ucnonbayiite ogmHakoBble
Naponu AN1si BCeX akKayHToB




@8  ATAKA HA'TOCOPTARMSAIT

CTbl OTMEMAIOT ¥ WE
rOBbLIX ATAK HA HHbIE
E ALLMKU rOCOPr AHUSALURA!

HIPUIRAGONE CI3JIEKTPOHHOU 0N 10U

HE HA1O:

... OTKPBIBATb BJIOXXEHUA
MOYTOBbLIX COOBLLEHUNA
OT HEU3BECTHbIX
OTNPABUTEJIEX

... NEPEXOQUTDL MO
CCbUJIKAM. NONMTYYEHHbIM
OT HEU3BECTHDbIX

-.- XPAHUTB U
NMEPENABATDL B OTKPbLITOM
BULE BAMHbIE AHHbIE
(3BAAPXUBUPYHUTE UX U
YCTAHOBUTE NAPOJIb)

... MPU PETUCTPALLIUUA
ALLUKA YKA3bIBATDb
BUOI PAOUYECKUE
NAHHBIE. UCMNOJIb30BATb
MPOCTLIE NAPOJIU U
NOBTOPAKOLLIUECH
CUMBOJIbI

HALQO:

.. N0AKJTHNYUTb
2-OAKTOPHYHO
AYTEHTUOUKALUIO

... PETYJTIAPHO MEHATDb
NAPOJIb OT 3J1.TIOYTHI

... UCIMOJIb30BATDH
HECKOJIbKO NOYTOBbIX
ALLUKOB NJ19 PA3HbIX
PECYPCOB (NMEPEINUCKA.
PEIrUCTPALIUA. NEJIOBAA
NOYTA)

... ACNOJIb30BATb
YHUKAIJIbHBIE NMAPOJIU
IUTA PA3HbBIX
UHTEPHET-PECYPCOB

... BBOAUTDb
UHDOPMALLUIO TOJIbLKO HA
SALLULLLEHHBIX CANTAX
(HTTPS)

BHUMAHMUE!
EAUHCTBEHHbLIA HANEMHbIA CMOCOE SALLUTDI
- 9T0 BALUA BAUTEJIbHOCTb!

I NMABHOE YNPABJIEHUE MO NPOTUBOAEUCTBUIO KUBEPTIPECTYNHOCTU KM MBI BEJIAPYCU
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KAK SALIUUTUTD NPEANPUATUE

OT KUBEPYTPO3

B 2048-2020 I'T NPEANPUATUAM INMPUYUHEH
VILEPB HA CYMMY BOJIEE 2 MJTH. PYBJIER

OCHOBHBIE CXEMbI KUBEPNPECTYNHWKOB

"'8'"" b

Mopmena pexksnznTos %7- —-\?
ANA Nepesoaa cpeacTs od'o
Iumtpoeauue_ 31D xpUNIAPAHR (XD PONOABTYETCA § DuwmnHrosoe
KOMMepueckon ANATERSMEE W JUNEWUHLX AEA0BLX OTHOWEHUAX nUcLMO
wHpopmauun Genopyccnod dupaat ik 33pySemmoro KONTPAreNs), Ha Jextpomiym nowty
YaK2Pts BOAYNR0T AOCTYR K KOBOPOR AKTAEMD KONIIKTHPYINT 0O INEKIPCsmD PEERAEHRA RPrISIAT OBV
AINKBIM OO AR, PONTE. SA0MBALINCHIAKN NORYNIIOT AOCTYT K CBAUNERHEM-BPEADNOCOM,
PPEAPIRAINT X B ORNOALY U3 SUUIXDS, YUICTEYORIAK B DRPEMMCHE.  (nocofunant NPEIPISITS LCWHNYI
Gecovmacntuuni Ka60p ULBON0E KO3 Y KomAINil KINEIETCA KDYIHIR (ALRKD, AR KOMEIHAA UNSOPMIUND &
W OCTARAROT (R0 ¢ €0 B3A0M2w90(0 Ml PERIPUATIA (vtk e 6ecnone il maBOP CHWB0R08.
DPEATONERAEM PACASHOLITS APYTOl MDEKTPORNDR PONTH € MAKCHMANHO

AIHHME 1 ReHAIW DONONHM JAPECOM) XIK2PEL BLICAINT FrChis), B

KOI0PON OT HMEHA KRNEYA YELA0MAANT
BIPTHEPOB 00 HIMEHCHM PEXEASATOR A%
REPEBOAI (PRACTS.

KAK ZAlLUTUTDBCA OT KUBEPYIPO3
=3
< =

cE o

o

<

BO(ROR3083TH(R

PECYNAPHO BHNONKATS NOM3I08ATHCA HACTPORTS (MRLAIDLHOL
YENYTAMK NPOPECCHONRINGS pesepenoe AKTYANLHbMM NPOrpIMVROe obecneusne,
NO 23ULATE [ImMbiX KOMMPOBAHKE NAHNBKX dHTMBHDYIVA

Gnoxupynaee 1apreTnposnmse

ATANA HA R POPMILGRONHBE
cucTens

[ NIABHOE YNPAB/IEHWE N0 NPOTHBOAEACTBI0 KHBEPNIPECTYNHOCTH KM MBJ1 PB
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KaK He cTaTb *epTBOoK KMbepnpecTynHuKa.

3ALLUTA BAHKOBCKOWU KAPTOYKU

OcHoBHbIe npasusia MHq)OpMaI.IMOHHOFI 6e3onacHocTu no 3auure

6aHKOBCKOMN KapTO4KM:

He pekoMeHayeTca

XPaHUTb B TanHe NWH-Kog KapTbl

XpaHUTb NMMH-Ko4 BMecTe
NPpUKpbIBaTh J1a40HbIO =

(& KapTOHHOM/Ha KapTo4vKe

KnaBuaTypy npv BBoAe N :
NWH-KoAda ' .

A e c N coobuwate CVV-kog nnu
odpopMnATL A= & OTMNpaBNATb ero ¢poTo
oTAesbHYI0 a ~ e
KapTy AnA = _ ~ pacnpocTpaHATh JINYHbIE
OHJTaMH-MOKYMOK - o\ ! \ OaHHble (HanpuMmep

LY AN
OeHbM 3a4nCcnATb - S A ﬂaCFIOpTHbIe), NoruH
TONbKO B pa3mepe W Naponb OocTyna K cucteme

"NHTepHeT-6aHKMHI"

@ coobLaTh gaHHble,
nosly4eHHble B Buge
SMS-coobLeHuit, ceaHcoBbIe
*** Kog aBTopM3auum,

npegnosaraemMom MOKYMNKn

ucnonb3oBatk ycnyry 3-D Secure* n nuMKTLI Ha
MaKCUMarbHbIe CyMMbl OHMalH-onepaLui

CKpbITb CVV-Koa**Ha KapTe (Tpex3HayHbI HoMep Ha
o6paTHOW CTOpPOHe), NpeaBapUTeSIbHO COXPaHMB ero naposnu

naponu 3-D Secure

noaKNuUTL yenyry “SMS-onoselyeHve”

0RO @ § €%

* Yenyea 3-D Secure - 9na nodmaepiKdeHun oHaliH-nameKa depamerib KapmoyKU 8803um 0cobbiti Kod
(nosy4aem e2o0 8 cMc-coobujeHUU Ha mesiegoH).

**Kod CVV - nocriedHue 3 yugpsl Homepa Ha obpamHol cmopoHe niamexHoU Kapmel cnpasa Ha besol IuHUU,
npedHasHa4eHHol da nodnucu. Kod daem Bo3MOMKHOCMb PACNOPAHAMBCA CPeOCMBaMU, HaXOOAWUMUCS Ha cHemy,
u3U4eCcKU He KoHMaxkmupys ¢ Kapmod.

*“** CeaHcoablll naposib - npedocmasisiemcs npu 8xode 8 uHMepHem-baHKuHe, delicmaumesieH Ullb 8 meYeHue
00HO20 N/1aMeHo20 ceaHca.

WcTounnk: MB[] Benapycu. © l/IHqurpaq)MHa




| |vuacTunuch ciyyan

TENEDOHHOT0 MOLIEHHUYECTBA!

MOLLIEHHHK WLHE BELUTECh HA
MOXET HA C/IOBAN!

NPEACTABUTBLCA: MOLLEHHUKA:
« CoTpyaHukom baHka * Bawa kapta
3a6A0KMpOBaHQ
COTPYAHUKOM CAYXO6bI
G6e3onacHocTH 6aHka « B OTHOWEHUH BaLuei
» COTPYAHUKOM GOAbHULLbI KapTbl NPeANPUHUMAIOTCS
MOLLUEHHUYECKUE ASUCTBUSA
« CoTpyAHUKOM
GAQroTBOPUTEALHOM « Bawemy poACTBEHHUKY
OpraH13aumm HY>XHQ MOMOLLLb
AU A€YEeHUE
* POACTBEHHUKOM

* Bam noAoxeHa oTcpoyka

1005 ONPOCHTD: e

AQHHbIE KAPTbI: | naéom.; NepeBecTu A€HbIU:
e ol -

* HOMep KapThbl ¢ OTMHTEPHET-6aHKA; .« Ha CNeLUAAbHBIN
® CVV/CVC-KOA o u3 SMS-COOGLU.EHHﬂ CHYEeT MAM KapTYy,
e PIN-koA i (A5 BXOAQ B rae oHu 6yayT
* CPOK AGMCTBUA MHTEPHET-6QHK AU B 6e30NaCHOCTH

KApTbi NOATBEPXKAEHMS

onepaumm)

- coobuULanTe HUKOMY ACHHbIE KApThl

- COOOLWL,AaNTE HUKOMY MAPOAU U KOAbI M3 SMS

- BbINOAHAUTE AEUCTBUA C OAHKOBCKOM
KApPTOW No npocbbe TpeTbux AUL,




MOLLEHHWYECKAA CXEMA “YEJIOBEK MNOCEPEOWUHE":
SALLUTWUTE CBOKO IJIEKTPOHHYHO MNOYTY!

WIABHOENIRABNERVEMO nRonVBONENCTBA0 KisERNRECTYMHOCT KM MBI BEnARYCH
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Kak He cTaTb *epTBOI KMbepnpecTyrnHMKa.

3ALLUTA BAHKOBCKOWU KAPTbI

Haubonee pacnpocrpaHeHHble MeTofbl paboTbl

3N10yMbIlWIeHHUKOB

HE COOBLUAUTE

BbIMaHMBaHWE PEKBU3UTOB HUKOMY

6aHKOBCKMUX NNATEMHbIX
% HKapTc B vHdopMauuio, pasMeLLieHHYIo

UCNoNb30BaHNEM = . Ha Balwein HaHKOBCKON
B3/10MaHHbIX aKKayHTOB » nnarexHon Kapte (Ha obeunx
3HaKOMBbIX B 4 CTOpOHaXx): HoMep, AaTy, Koa
CoUManbHbIX CeTAX

B uvdposbie unu byKseHHbIe
Koabl

JOKEMOKYNATEND - Bl nacnopTHele AaHHble

oA BMAOM NOKynaTena

3N10YMBbILWNEHHWK CBA3LIBAETCA C NPOAABLIOM, \ EC/IV BAM
npeanaraer BHeCTU 3an0r Nepea NOKyNKoi Tosapa, a ANA \\ nocrynun
NONy4eHUA AeHeXHOro Nepesoaa NpeaocTasnAeT eMy COMHUTENBbHBLIA

CChIIKY Ha MOLUEHHUYECKUI CalT, BU3YanbHO MOXOXWUIA Ha 3BOHOK

oduUManbHbI CanT 6aHKa
Il HemeaneHHo 3aseplunre

0 pasrosop

BULLIUHI - npeacrasnanck no Tenepony

COTPYAHUKOM 6aHKa, 3N10YMBILNEHHWUK NbITAeTCA B 06paTuUTech B KOHTaKT-LIeHTp

y3HaTb y AepKaTena KapTel KOHGUAEHUMANBHYIO 6aHKa, BbinyCTUBLIEro KapTy

HpopMaumIo (ee peKBU3NUTLI, @ TaKIKe HOMep nacnopTa, B cneayiite peKkoMeHAaUMAM
NUYHBIN MAEHTUPUKAUMOHHDIN HOMEpP, NOrUHbI, Naponu, COTPyAHUKa BaHKa
CMC-Kkoap!)
[nA 3awmThl AeHEeXHbIX PaboTHWKK 6aHKa no TenedoHy He naeaiiTe HUIKOMY cBOM
CPeACTB KNMEHTOB ¥ 6aHKa  He AOMKHbI CNPAaLWMBaTL HU MOBUNBHBIV TENepoH U
eCTb BCA HeobxoauMan PEKBU3UTLI KapTbl, HU npeaynpeauTe 06 3TOM BalmX
uHdpopmauma NacnopTHble AaHHble 6nu3Kux, ocobeHHo petein u

iy NoXunoro eospacra

WcTounmk: HaumoHanbHbiit 6aHk Benapycu. © Wdorpadura @IS

=
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BIHIHIMIRTHIM]E]

BEPEI'MTE CBOW AEHbIW!

YYACTUNNCb CNYYAU XULLEHWA OEHET C BAHKOBCKMX KAPT-CHETOB!

A S

... HA B KOEM Cl1y4ae

Ecnvn Bam npuuno
cooOLLeHue B

... B KOTOPOM roOBOPUTCA, HE NepexoamTe no
yTO BaHKOBCKas! KapTa

MecCeHmkepe, 6 cebinke!
coLManbHbIX CETAX O Agp e HesamennutensHo

' — npeanaraeTcs .
ANN MO 3M1EKTPOHHOU 6p 2 obpatlanTecsh B
~_fouTe... bag VHOKMPOBaTb - cnyx0y GesonacHocTi -
. ™ Nponas no CChisIke... A
e\ Gaifal s

-

EcavBel nonyuni cooblliekine o/ GnoknpoBKe
- L~ s AL =
6aHKOBEKOW KapTbl:

- He MepexoaunTe no ﬂpMJip@FiﬁeHHOVI CEbINKeE,
HWKy[A He NepecbinanTe caou n/aﬁmg;;

- NpoBepbTe DanaHc cBoen KapTbl B 6aHkoMaTe,
MHJOKMOCKE, MOGMHbHO}WﬁA WHTEPHET-OaHKMHIE;
- obpatutech B cnyxby besonacHocTy baHka.

lnaBHOe ynpaBneHue NO' NPOUBOGRUCTBUIO) KUSepnpecTyNHOCTU
KPUMUHOALHOU MUAUUUU MBﬁ PecnySnuxu Benapyce



FIABHBIEIPABIIIA I,[MmPUB(]ﬂ I'MI'MEHI)I A ETEN

DUEH:~YEHb BHIMATE B,
CrapATicH USBETATS DBUENA C
HESHAKOMBIN JIOHLM B
Ml OHNATIM-YrPAX W COUCETAX,
| HE BLINONKAT BESMYMAD TO,
YT OHY NONPOCAT TEBA

HE PA3BJIEYEHUE, A MPECTYNJEHKE!

YI0JIOBHAAl OTBETCTBEHHOCTb 3A KNBEPMPECTYNNEHNA HACTYNAET:

C 14 NET & C 16 NNET
) %k [l '
CTATbA 212 YK BENIAPYCH __I:TATI:II 349 YK BENNAPYCH

DUKALMN
J HAKASbIBAETBFI K Kot )OPMAL HAKA3bIBAETCH
I]VILIJEHMH CBUEDﬂbI HA CPOK

CTATbAl 340 YK BEJIAPYCH CTATbAl 222 YK BEJIAPYCH

HAKASLIBAETCA BNNOT M0 IMWEHUMA MAATEXA W PYMEHTOB HAKA3BIBAETCA
GBOBO/bI HA CPOK RS 1710Th 110 TWILIEHVA CBOBOLIbI HA CPOK
S AL
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BHUMAHWEYONERALNAICBALLIAHI

AD®EPUCT MOXET A®EPUCT MOXET AM®EPUCT COOBLLIAET,
M03BOHWTD MO MoBoaY MPEACTABUTLCA YTO POACTBEHHUK
TOBAPA HA TOPI0BOW BAHKOBCKWM PABOTHNKOM W XEPTBbI MOMAJ B BEQY
MJIOWALKE 1 BbIMAHUTb WEMY HYXHA
MPEAJIOXWTb CAESIKY C KOH®WUAEHUWAJIbHBIE (MUHAHCOBASA MOMOLLb
MPEOMIIATON NAHHBIE

P G
s 6

BULLWHI - cnocobs MOLLEHHUYECTBA C NMOMOLLbHO TENIEMOHA, KO 1A MOLLEHHKK oA
PA3/TNYHbLIM NPEQJ10rOM MbITAETCA BbIMAHUTB NEPCOHAJIbHYH MHOPMALLMIO XKEPTBbI
1A NOCNEQYHOLLENO XWLLEHWA OEHET C EE BAHKOBCKOI0 CYETA

- HUKO 1A HE COOBLLANTE - HALLEXXHO 3ALLIVILLIAITE CBOW
HESHAKOMOMY CBOW [IAHHBIE ([1BYXMAKTOPHAA
[EPCOHAJIbHBIE AHHBIE ABTOPU3ALINA,

CMC-OMOBELLIEHWE , N T.01)
= HE TOPOIWTECD BbIMNOJIHATD

10,470 OT BAC MPOCUT

COBECEMHVK. MOLLEHHMK! BUIVHAEVTEPH WKRAKA
OUEH M30GPETATENTbHbIN KAPTbI 3AB/IOKWPYHTE EE 10
TE/EGOHY IM B BAHKE

YBEUTEJIbHbI!

FYNKKMMBIIRECIY.EIINKW EEINIARY.Ch



A E O

YI'PO3A

JUIA BNANENBLIEB WI-Fl:

= 3NIOYMBILNEHHNK MOXXET BHEAPUTD
BPEZIOHOCHLIE NPOrPAMMbI HA BAWE
YCTPOACTBO YEPES OTKPbLITOE
Wi-FI-COEAAUHEHKE

- BAWl TPA®UK MOXKET BbiTb NEPEXBAYEH
SN0YMBILLNEHHAKOM, BKNIOYAA
NEPCOHANBHLIE NAHHBIE, PEKBUSUTDI KAPT, U
T.4A.

= BAW KOMNbIOTEP MOXET BbiTb NOAKIOYEH K
BOT-CETH, OCYLLECTBNAIOWER DDOS-ATAKW,
YTO MOXXET NOBJNEYL YIONOBHY!O
OTBETCTBEHHOCTb

<&

[TABHOERYIPABJIEHVENO]NPOTMBOENCTBUIOKUBERNPECTY THOCTH
KBUMUHATIBHOAIMUNNLINMIMBSRECTY 6 NINKU[BESTARY.Cb

YIPOSA
JUTA NONb30BATENE:

- BBOAUMbBIE BAMW NEPCOHANBHbLIE NAHHBIE
MOryT BbiTb NEPEXBAYEHbBI XAKEPOM
(NNATEXXHAR UHDOPMALLUA, PEBUSUTI,
KOHTAKTbI HA TENE®OHE, NAPONIN)

= 3N0YMBILNEHHWK MOXET NONYYUTL
ROCTYN K BAWWAM NEPCOHANDbHLIM AAHHBIM,
®OTO-BUAED, XPAHALLUMCA HA YCTPORCTBE,
UT.Aa.

= SNI0YMBIWNEHHWUK MOXXET B3JIOMATD BALLUW
NPOrPAMMbI X COUNANBHBIE CETH,
COBEPWAR 3ATEM PAS/IUYHLIE AEACTBUA OT
BALWIEr0 UMEHW

b




Be3onacHeIl uHmMepHem
na demeu

o . e
He coobuall HesHaKoMuam
CBOU 02UH U napornk

He omupbIBaUatns us
HenpoBepeHHLINUCMOYHUKOB

HE OmpaRASi HESHAKOMLIOM
(O Goncpanon HAUNUMEOEME

3AOYMBILLIAEHHUKM MOTYT Y3HCTb YTO-TO
HY>KHO@ UM O TBOeU XXU3HU 5 J—— .
0k 3DEMIMbBLA
INR oot il
r HHE 3a Ma:::)ﬁ OHAQMH-cOBEeceAHUKa ',“‘] e Buana!
nPABMAA MOXET CKpPbIBATLCA 3AOYMb|LuAI'\.|eHHMK : P L4
NOPOBOU - .
H/I TMEHBI 3+, HE coofLLai B MHTEpHETe
, ® CBOW PEQABHbIA
, QApec 1 TeAeboH

3AOYMBILLAEHHUK MOXET BCTPETUTL
1e65 C HeAOGPbIMM HOMEPEHUIMM

HE OmpaBASH AMHbIO AGHHb®

MHcbopmaumen MOryT 3aBACAETb U
BOCTOAbB3OBATLCA HEAODPOXEAQTEAU 4= R _
o, M,
- 1\

BEAEHNE

B ORIV AT BARE TIPOBVALHOE MOBE
B RICIOREIEIMOXETPVHECTV OOAbLLION BPEA.

\

KPYrnoCcyTOYHbIN
€AVNHbIN

MHHHCTEPCTBO BHYTPEHHHX IEN Homep <« 102 )

PECNYBNUKWN BENNAPYCb



C T““-a [nﬂsﬂb'x cxeM] ( GYILTE BHMMATENbHbI! )

3BOHOK 13 BAHKA

il npeac
PeA

coT cayx6bl
6e3onacHocTH GaHka v yBepaeT: «C Baweil KapTbl KTO-TO “
XOTe/! MOXUTUTb |HBIU, AN OTMEHbI ONEPaLHi Ha30BUTE

CBOM AA@HHbIE». BbiManus CBefieHNA, MOLWEHHUK BbIBOJMT CO CYeTa BCe
CpeACTBa U MCyesaer.

Kak He nonacTbea? CKaxuTe, 4To Bbl HE KNHEHT 3TOTO yupexAeHUs
(naxe ecnu 310 Tak). ECAM Ha Toif CTOPOHE MIHOBEHHO NepeKniovarT Ha
«Cneynanwcra U3 Bawero 6aHKa» - 3T0 TOYHO MOLIEHHWYECTBO.

Wnu npocTo nonoxmTe Tpy6ky 1 Nepe3soHmTe B 6aHK camu. Tonbko
HOMEp O He BO a Ha caitte.

CBOP AEFHEI’ HA NIEYEHVE

MOLEHHUKM B COLICETSX CO3AAKT rpynny sKobbl ¢
uenbto cbopa CpeacTB Ha NeveHWe TAXKENOGONbHOTO. '
[lenbru npegckasyemo 3a6upatot cebe.

Kak He nonacTbca? 3anpocuTe y aAMUHUCTpPaTOpa
FPYNNbl CAPaBKH, AOKYMEHTBI, Apyrie

WHTEPHET-
MOLUEHHHHOB

KEpTBbI M
KWW CTUAb NUCbMA.
Kak He nonactbca? Mo3BOHUTE APYry U YTOUHMU-
T8, AeﬁCTEMTeﬂbHD 114 OH BaMm nuwer.
ECu HET BO3MOXHOCTH NO3BOHUTD - HANUWNUTE
B JIPYroM MeCCEH/Xepe.

[ELLEBbIE BELLW

Bop co3paer B oif ceTy (vawe -8

noxo-

. [ &
SAHATOU NOKYNATENb
Yenosek aKTUBHO WMHTEPECYETCA TOBAPOM Ha TOProBoi
nnoujaake (Tom e «Kydape») u npocuT M6 OTNPaBUTL No-
CbIAIKY KYPbEPOM (TAXENO HECTH C NONTHI/HE MOXET OTAYYMTBCA C PaBoTbI),
16O NPAMO ceifvac NPUHATL NPeAoNNaTy Ha KapTy. CneAoM B nepenucky
netut d)HI.LIMHFOBaﬁ CCbI/IKa, rAe HYXHO YKasaTb AAaHHbIe KapTO4KK.
Kak He nonacTbca? OTkaXuTech 0T Takux GOpPM ONNaThbl/A0CTaBKH.
He BBOAWTE NaHHbie KApPTbl (0COBEHHO - CPOK AeiCTBIA U CVV-KOA)

Ha caiiTax, kyaa no ot
He cornawaiitech yxoAuTh C TOProBOil NNOWAAKM U NPOAOMKATL
B Apyrom

 «BKOHTaKTe») CTPaHuLy AKOBbI MHTEPHeT-MarasuHa ¢

NOA03PUTENbHO HUIKUMM LieHamu. KOrAa KepTea BHOCUT Npeao-
nnaty uam nep! BCIO C T0Bapa, T0 A B
«4EPHOM CMIUCKe» U BONbLIE HE MOXET CBA3ATLCA C NPOAABLOM.

Kak He nonactbca? Ha CTpaHuue HailiuTe peKBU3MTLI NpoaaBLa
(kak MuHumMym, YHI], KOTOpBIA AOMKEH YKa3bIBATbCA 06A3aTENbHO) U
nposepbTe UX Ha caiite kartoteka.by, nouuiuTe oT3biBbI Yepes noucko-
BUK.

HacrausaiiTe Ha 0TNpPaBKe C HANOXEHHLIM NAATEXOM (onnata npu

NONYYeHMH).
APEH/IA KBAPTUP

BLICTaBMB HUKYIO LEHy 33 apeHAY KBapTHpb, MoWeH- (il
HUK XZET OTKNUKOB. B nepenucke ysepser: uxtepec 6onb-
WO, YTO6bI OCTaBUTL GPOHB - BHeCUTe npeonnarty. fanbe
ABa nyTu: unu 6pocaeT (eiKkoByi0 CTPaHULY W CPasy KPafeT BBEAEH-
Hble laHHbIe KapThl, WM Aa€T PeabHble PEKBU3UTLI CBORTO NNAcTUKa
(ycbinnseT 6auTENbHOCTS). Bo BTOPOM CAyyae 6yabTe roTOBbI NOAYYHTL
CO0BLI|eHHE 06 OTMEHE CAENKHM C U3BUHEHUAMM U NPOCBLEOH NpUCNaTh
b 0 cyeTe AKo6bl A8 BO3BPaTa CPEACTB.

MUCHMO OT JIPYrA
TpecTynHUK B3NaMbIBAET Hy)Kiue COLCETH i pacchinaet
APY3bSM NO. ° 6o c6poCHTh
[ieHer Unu OTNPaBUTL OTKPOBEHHbIE (10TO. MOWEHHUK 3apaHee uayuaet

Kak He nonacTbca? HactanBaiiTe Ha NMYHOI BCTpeYe Ans nepeaa-
4H iCHe MO/ PACMHCKY.

Euje opHa npoctas - NONPOCUTL : Ganbuwm-
Bble «apeHAoAaTeNU» NOA Pa3HbIMKU NpeAnoraMmun 136€raiT X1BbIX pas-
rOBOPOB.

PO3bIrPLILLK U NIOTEPEW (=OT/IAM JAPOM)

Ha noyTy unu B NMYKY NPUXOAAT NUCbMa BpoAe «Bbi
CAenanu penocT U BblUrpanu I'lpl‘l!!». Wnu kTO-TO Ha Caif-
Te-6apaxonke o6elaeT 0TAATb apOM AOPOTOA rajxer.
CIIGAOM = yCNoBMA NONYYEHWUA: HAA0 YKa3aTb NACNOPTHbIE AaHHbIE 1 3a-
nNaTuTh 3a AOCTABKY (CTPAXOBKY).

Kak He nonacTbcA? He NepexofiuTe i No KakuM CChINKaM U3 NUCh-
Ma (gaxe ecnu OHM AKOGbI BEAYT K pesynbTaTam Wrpel). Yepes nowc-
KOBUK y!HaﬁTE, AEﬁCTBHTEﬂbND N¥ pO3bIrpbiw 6bIn NpoBeAeH, ecTb nn
ApyrUe npu3epbi.

MHE TOSIbKO MO3BOHUTH

Yenoek NpocHT Baw Tee)oH CPOYHO NOIBOHUTL KOMY-
T0, MOTOMY KaK y Hero cen akkyMmynstop. Monyyus mo6unb-
Hblii, 6bicTpO yCT T Ha Hero
npunoxeHue. Kak TobKO Bbl PewnTe BOATH B MHTEPHET-6aHKUHT, BOP
nepenuwer AaHHble M ONYCTOWMT CYET AW NPAMO B NUYHOM KabuHeTe
BO3LMET KpEUT.

Kak He nonactbea? Jlyyile BoBCe He AaBaTb CBOH CMapTHOH KoMy-
70. Wnu Habupaiite Homep camu W 6nokwpyiiTe aKpaH, Koraa Gygete
nepefasaTh rafkeT AnA Pasrosopa.

HHTepHeT-NpecTynnexun CTaHoBUTCA Gonbiue

OUwmHr

(GnoBapb )

QanbluuBbINA CaiiT

970 NopAenbHble COOBLYEHNS-CCbINKY Bpoge «Bam noctynun ge-
HEXHbI/ NEPeBOA», KOTOPbIE NPUXOAAT Ha NEKTPOHHYIO NOYTY (Yale),

yepe3 CMC unu meccenpxepbl.

Ecnu npocTo oTkpoeTe (MpoyTeTe) COOGLLEHME - HUYEro CTPALLHO-
ro. Ho Kak TobKO nepeizeTe Mo 3apaxeHHoi CCbiNKe BHYTPU NUCbMa
WAV BBEAETE TaM NEepCcoHanbHyo MHHOPMALMIO - MOLIEHHUKHM noayyaT
AOCTYN K AaHHbIM Ha KOMMblOTEpe Unu TenedoHe. M He COCTaBUT Tpy-
Ja 3axBaTUTb BallW CTPAHUYKN B COLCETAX, YKPACTb PEKBU3UTbI GaH-

KOBCKMX KapT.

NMEPEXOAWUTD MO CCbIIKAM U3 NOJO3PUTENbHbIX MJIATEX-

HbIX MTUCEM HENb3A
BuwmHr

970 npueM, KOraa MOLEHHUKKU BbIBEAbIBAKOT N0~
rMHbI/Napony Yepes 3BOHOK MO Tened)ouy. Y3HaB HyX-
Hble AaHHble, MPECTYNHUKU CHUMAKOT C KapTbl AeHbIN

W ucYyesarT HaBcerja.

Ecnu noctopornuit npocut CVV-kop - oH 100% xouet ony-

CTOWMUTDb Ball CYeT.

CPA3Y KNAAWTE TPYBKY, EC/IN 3BOHALLWNA MPOCUT | &t
JIOTUH/MAPOJb OT UHTEPHET-BAHKWUHIA WA [JAHHbIE U3

CMmC

MuorocakTopHas (ABYyxaTanHas) ayTeHTUdMKaLus

970 fononHuTeNnbHas 3awmTa. To xe camoe, YTO BTOPOiA
3aMOK Ha J1Bepu, KNtoY OT KOTOPOro HaXxoAuTCs B ApYyroii CeA3-

Ke.

Ecnu Bbl BKtouuTe ee (Bo BKnagkax «HacTpoiikuy, «KoH-
(GuUAEHUMANbHOCTbY), TO NPUNOXEHUEe 6yAeT NPOCUTL HE OAUH

naponb, a ABa (Mnn Aaxe 6onblue).

Bxop B aKKayHT CTaHET A0MblUE, HO Ha CErofHA aTo camast
paboTatowas 3awuTta - yoepexer ot 99% pacnpocTpaHeHHbIX ([

aTak.

BKJTIOYUTE MHOIO3TAMHYIO AYTEHTUOUKALLUIO

KOB.
MapKepbl:

Haanuch «He 3awunLLeHOy;

3T0 MHTEPHET-CTPaHULa, NoBTOpsoLWas 0hopM-
NeHue HacTosied. BOT TONbKO AaHHble, KOTOpbIe Bbl
BBOAMTE Ha HEil, MAYT NPAMUKOM B PyKM MOLIEHHU-

BYALTE BHUMATENbHbI! |

Bwsyanbuo 3aMeTUTb NOAMEHY C/I0XKHO, HO eCTb XapakTepHble
- 3amMoy4eK cnesa OT afpecHON CTPOKW He 3aMKHYT uiu ecTb

= 3ﬂeKTpOHHbII7I agpec HEHAcTOAWMIA UK GyKBbI B HeMm

nepenytaHbl (bel-post.by BMecTo belpost.by, bealrusbank.by Bme-

cTo belarusbank.by).

BHUMATE/IbHO CMOTPUTE HA AJIPECHYIO CTPOKY CAWTA

YnaneHHblit gocTyn

Cvv

mnoac PR
€ Bbiaombi v cO0BLIEHMA

Knas.

“Boo”

Caafin wapno i otwera
un cotugemie, npsear o

MoLweHHUKN NpOCAT ycTaHoBUTbL U3 Google Play unu App Store
npunoxexne (yawe scero - AnyDesk unu TeamViewer, HO eCTb 1 Apy-
rie) 1 C ero NOMOLYbO NOAYYAIOT AOCTYN K YYKOMY
ragxety. OHu CMOryT yBuaeTb u 3anucatb BCe /10~
TWHbI/Naponn/Kofbl, KOTOPbIe Bbl BBOAUTE B COLiCE-
TAX, UHTEPHET-6aHKMHTe.

OTKAXKWUTECb, ECNIM HE3HAKOMEL, NMPOCUT

BAC YCTAHOBUTb KAKOE-JINBO NPUIOXEHUE

Mepesog coouenni

s Ui

OMETHTY WETOpIO CooBuSI

3awuTa oT NUWHNX 3BOHKOB

OTKpoiiTe «Bait6ep» Ha TenedoHe, BoiauTe B pas-
© ' nen «Ewe» (NpaBblii HUXHWIA yron) 1 BbiGepuUTe BKNAA-
Ky «HacTpoiiku». HaxmuTe Ha «Bbl30BbI 1 COOBLLEHUS»
¥ aKTUBMPYIATE MYHKT «3alLuTa OT NUWHUX 3BOHKOBY.
Ecnu Takoil CTPOYKM HeT - 06HoBUTe «Baiibep».

Tenepb Bbl He GyAeTe Nony4aTh 3BOHKU OT HEU3-
BECTHbIX KOHTAKTOB (OHM aBTOMATMYECKM MONYYaT no-
METKY «MpONyLLEHHbI»).

AKTUBUPYWTE 3ALUMTY OT JIMILHWUX 3BOHKOB
CEBE W BJIN3KUM
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OULLAHT: KAK SALLIMILITD
CBOW BAHKOBCKWI CYET

HUKOI 0A HE NEPEXOAOWUTE MO HESHAKOMbIM CCbIJIKAM,

NPUCJIAHHbIM BAM B MECCEH>KEPAX, 110 3J1.INOYTE, B SMS-COOBLLEHAN

[pn3HaKku ABHOro
MOLIEHHNYECTBa

ToTeHuanbHbIi niokynarenb Baluero
T0Bapa NPeANaraet Nepeiiti B MeCCeHIKep,
0TKa3bIBaACb 06LLATBCA HENOCPEACTBEHHO
Ha TOproBoii nnowLazKe.

Hantonee KpynHble NNOLLAAKH ANA 3aLLHTbI (BOHX
nofb30Bareteit orpaxKyHBaloT ¢YHKIIHIO 0TNPaBKH CCbINOK

/‘

Heu3BecTHbIil B MeCceHKepe
npuCbInaer ccoinky ns
Nepexoga Ha HTepHeT-cailT
Nog NPeANoromM KOHTPONA KapT-yeTa,
npocMoTpa banakca U npoBepki
COCTOAHUA ONNaTbl.

He3HakomeL npegnaraer nepesiah emy

' )9 NOAHble AaHHble Balueil 6aHKOBCKOI
KapTbl, BKMtoYas CVV-Kog nubo noruH

/l Iapofb OT BaLLIEro MHTEPHET-0aHKMHra.

[

NoAPOSHOCTY - M0

SB-BY

(© COBMECTHAA UHBOOrPAGUKA: I aeTn

[NNABHOE YMPAB/TEHIE 10 NPOTUBOLEVCTBINO KIUGEPMIPECTYMHOCTI KM MBI PECTYB/AKY BEIAPYCh




